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ABSTRACT

The wireless LANs have been deployed at many pjasresll or big, houses or commercial complexes pain
because of their ease of installation and use. [ER#&E 802.11-based WLAN presents new challengesxéwork and
information security administrators. Whereas theuséy requirements of wired Ethernet deployments eelatively
simple, security of a WLAN is somewhat complex. 802based WLANs broadcast radio-frequency dataHerclient
stations to receive. Hence, there are complex #ggdssues that involve augmenting the 802.11 stachdThis work
critically reviews main security flaws of Wired Hyalent Privacy and suggests a new approach ofnzatio key

management and refresh of WEP key so that attackéd not get sufficient time to guess the key.
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[. INTRODUCTION

Wireless Local Area Network (WLAN) is a wirelesstwerk that uses radio frequency technology instefd
traditional coaxial. It has many merits such asdiv@ess, high efficiency and low cost. Therefore, AMLis widely used,
especially when traditional network is difficult itestall. But, at the same time WLANs have to faegain security issues
such as leaking of electromagnetic wave or eavegiing of data because in WLAN, electromagnetic wisvased as
media to transmit data. Therefore, the securitfyMdfAN is very important. Compared with traditionaired network,
there is always a security threat while transngttilata through WLAN. It can’t prevent attacker fremvesdropping and
modifying spitefully because the channel in WLANbjzen. Also, electromagnetic wave is subject teraiation when it is
transmitted in air, hence the transmitted inforowatmay lose some data. Finally, it is easier thtackers conceal
themselves as legit user because it is not negefsausers to connect network. Hence higher comaoation secrecy

capability is needed when utilizing WLAN to commecizie.

Unlike the wired Ethernet, with 802.11 based tedbgies, one needs to consider radio frequencyeelsécurity
issues, since the data carried by a WLAN is acbks$o anyone within range of the transmitter devim an effort to
preserve security while using wireless network€&EEdesigned the Wired Equivalent Privacy (WEP) quot in their
802.11 specifications to offer some wired seculikg services, such as data privacy, integrity audhentication.
The WEP protocol acts as an authentication metissdraing that only authorized mobile stations shleecorrect key
with the communicating device. Unfortunately, theE®V protocol has some security deficiencies whidbwalan
unauthorized third party to determine the WEP epiboy. Meanwhile, Wi-Fi Protected Access (WPA) wasposed by
the Wi-Fi Alliance Group and IEEE to address thewn WEP issues. WPA introduced two modes of depn WPA

www.iaset.us anti@iaset.us



16 Harinder Kaur & Harpreet Kaur

Enterprise and WPA Personal. Whereas the enterpdision offers more advanced key distribution poats relying upon
a complex network structure, the personal mode eddled WPA-PSK (pre-shared key), come in the fofma shared
secret similar to WEP that have to be configuredumadly in mobile stations and access points. Howeeeent attacks on

WPA-PSK suffer from vulnerabilities due to the wdestatic shared key.

The deployment of pre-shared keys is still adoptadinly because the installation of an alternagedution
remains too complex, too expensive or even impsdir many individuals and organizations. It issgdo use and
configure and does not require any hardware oagtfucture renewal/replacement. In fact, the gneatber of already
installed wireless equipment supporting only WEResait hard to retro-fit security fixes. The nevogucts/devices will
not interoperate with the older ones. Furthermareny individuals and organizations maintain themgarent fixed key
that never changes for weeks; months and even,ysiace renewing the keys can be a cumbersomeatakequires
installing the new key manually at every statiorep@ying the same key, coupled with the flaws ie grotocols

themselves, significantly heightens WLAN vulnerapito eavesdroppers.

Through literature study, research is done on alildl solutions in the field of key management agxlisty of
wireless networks. The drawbacks of the existinlytems are also presented, in order to demonstraeneed of an
improvement in this domain. The theoretical backgbneeded to understand basic 802.11 conceptissueb related to
the deployment of pre-shared keys is describedhaopossible fixes can be included in the requinets of the system.
Using the theoretical background as guideline,#oraated wireless key management system followipgtagraphic key

management techniques that changes the pre-sheysdutomatically and regularly could addressgtbkads discussed.
Il. BACKGROUND AND MOTIVATION

A wireless network is a local area network witheiites. Wireless networks have been around for ntioaie a
decade, but are now just beginning to gain momeitecause of falling costs and improved standardeel¥gs networks
transfer data using radio frequencies instead bfecalrhey can reach a radius of 150 meters indaods 300 meters
outdoors, and this area can be further broadeniad astennas, transmitters and other access devitese are many
wireless standards available in the market toddye Tominating technology today adheres to the IEER.11
specifications. With 802.11 based WLANS, users gah Ethernet levels of performance, throughput awdilability.
WLAN has the advantage of simplicity and ease efaltation. There is no need to pull cables throwghis and ceilings.

Basic components of WLAN are access points (APg)Network interface cards (NICs)/client adapters.

In light of several security issues related to W4E IEEE 802.11 security, a new task group, |IEEE B, was
formed to come up with better authentication anchgption algorithms for WLANS. The resulting IEEB3&11i standard
uses many components. For instance, 802.11i prepaseryption key management with stronger dataidenfiality
algorithms, namely TKIP (Temporal Key Integrity Ryool) and CCMP2 (Counter Mode CBC MAC ProtocolKIF is
supposed to be a short term fix for WEP, wherea#1BGs envisioned to be the long term WLAN secustjution.
Installing all the 802.11i components depends upeing an infrastructure supporting 802.1x and gapints supporting
the new standards, which means major changes ededeAPs supporting 802.1x authentication, madid¢ions that are
802.1x supplicants (for example Windows XP Profassi), and additional server platform supportingRAS (Remote
Authentication Dial In User Service). Moreover, mbbile stations need to upgrade their firmwaregle wireless LAN
cards in order to support TKIP or CCMP. Howeverngnwireless manufacturers have abandoned theipatgiit and no

longer provide updated drivers/firmware upgradess tforcing WLAN users to buy new hardware in orebenefit from
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the new standards. This can be very expensive &myrmdividuals and organizations, which alreadyehald hardware.
Moreover, a RADIUS server requires additional mamagnt hassle for IT administrators. Also, 802.1gsloot address

peer-to-peer communications.

Another possible approach is to force all WLAN cections to use a Virtual Private Network (VPN),ibgily
through a firewall. By implementing a VPN solutitmsecure wireless transmissions, the wirelessortig treated as an
untrusted zone. The VPN server acts as a gatewidng toorporate network by providing authenticatéa full encryption
over the wireless network. An encrypted VPN tunisethen built from the mobile station and terminhtt the VPN
server. The most widely used protocol for creaMiRN tunnels is IP-Security (IPsec). Additionallysen authentication

can occur using a centralized authentication sersich as RADIUS.

While this approach employs standard IT industohtelogy, it requires a huge capital investment sygtem
administration efforts, since all the remote clieneed to configure the right security paramet&os.support a VPN
solution, a VPN client software application mustdeployed on all the mobile stations that will @se WLAN, which
does have an associated cost since most VPN venbarge the client software per user basis. Aduitig, the secure
tunnels between the client and the VPN gateway fnegntegrated with a firewall. Another disadvamtag the lack of
consistent roaming, then a new VPN connection negdrto be established each time the mobile statiams between
the coverage areas of one AP to that of anotheradditional issue is the likeliness that hackerl @dnnect to the
network regularly, although they will not stay fadong time due to the other layer of protectioherefore, the WLAN
will be listed on war driving websites like WIGLEé attract attention of other potential hackergthar, The APs are
under the threat of denial of service attacks, bseahey are placed in an open network withoutegtan, as VPN
protects down to the network layer and not dowth&data link layer. Another issue with hackerthia they could even

place their own access points in hope of stealiegtPN credentials.

Stenman et al. proposed a system which uses thméttkey Exchange (IKE) protocol and public kegrgption
algorithms to first mutually authenticate mobilatgins and APs and then to securely exchange sesk&y used to
encrypt subsequent packets. While this techniquk hathenticates the wireless clients and APs ayptagraphically
protects the transmitted packets, it involves ifetian and administration overhead. Also it regsia change in the APs
firmwares since the authentication is done betwkemmobile stations and the base station. Furtherprotocol consumes
significant time and bandwidth for each connectimich is a significant drawback for roaming mob#ggtions.
RSA Security, Inc. proposed modification to theger® IEEE 802.11 standards to overcome the weats@sthe WEP
protocol, which Andersson summarized in a papeiis Hpproach effectively uses an authenticationqualt at the

network layer level and a new algorithm to comphtekey used for each packet transmitted.

Shared key authentication is based on a cryptogrdmy known as a Wired Equivalent Privacy (WEPY ke
which is shared by legitimate stations (STAs) afsAShared key authentication uses a simple clggessponse scheme
based on whether the STA seeking WLAN access kitb&/3VEP key. The STA initiates an Authenticatiorg&est with
the AP, and the AP generates an 128-bit value mahdand sends it to the STA. Using the WEP key, $ié\ encrypts
the value and returns the result to the AP. Thea AP, using the same WEP key decrypts the resdliafiows the STA
access only if the decrypted value matches with vkie. The RC4 stream cipher algorithm is used dibrthe
cryptographic computations involved, which genesate pseudo-random data sequence. This data seqiserthen

combined with data to encrypt or decrypt data.
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Shared key authentication is still threat-proneabse the AP is not authenticated to the STA, scetieno
assurance that the STA is communicating with ailegte AP. Another major problem with shared ketheutication is
that it requires all devices on a WLAN to use thems WEP key(s). This leads to reduced accountahititt complicated
troubleshooting. If the WEP key is compromisedhéeds to be changed quickly. Unfortunately, IEER.80 does not
specify any support for key management. Furtharegeing and distributing a new key is a cumbersproeess. The key
needs to be replaced manually on all STAs and RAN administrators also need to implement methfmdsarchiving
old keys and auditing and destroying current ké&gy management problems often limit the scalabiityEEE 802.11
WLANS. In some implementations, poorly designed WKelps are used, for example, trivial keys, suchlbezseroes or all
ones, which is very easy to guess. The key shaalichbdomly generated so that it is not easily qail#es Once generated,

they should be changed frequently to mitigate thygaict of any key compromises.

However, the process of changing the keys is cusabee and very time consuming because keys must be
entered manually on all the mobile stations an@sepoints; WEP does not specify a mechanism twatgnmanage the
keys and control user access into the WLAN. Keyrithistion and updates must be done in a secureumedutside of
802.11. The standard allows only for access paintsnetwork client adapters to hold four differ@fEP keys with four
indexes, of which only one default key is activadime and is used for transmission. A mobileiatabr AP can decrypt
packets encrypted with any one of these four kekghvstill have to be entered manually. In a se@meironment,
cryptographic keys need to be automatically charadqueriodic intervals or per session to limit thee any key is used.

A transparent method for centrally managing andatipd WEP keys is thus desirable.
1. OBJECTIVES

Because the 802.11 standard relies on an indepesdeuare channel to generate and distribute theshmeed
keys (pre-shared keys refers to WEP static keyspth station and does not specify key distribugienvices, most 802.11
WLAN deployments rely on manual key generation distiibution. This means that the pre-shared keyaias the same
unless the network administrator generates a ngwaeke manually updates it on each access pointaotzle station.
Optionally, the keys could be distributed via enwaifax to each user, who needs then to manualifigure the new key,
since the keys themselves are usually meaningkxsseaces of characters and digits, errors couldrogben humans
manually enter the key information. Administrattiierefore tend to deploy easy to remember keystamsieasy to crack
as well. Once the new key is updated at the aqueiss, no user is able to connect to the WLAN uttig¢ key at the
mobile station is updated to match the new keyagga at the access point. Obvious problems resutt the fact that the
keys are static in nature and the process of keyagement is manual as changing the keys on eatibnstan be
extremely time consuming, error prone and cumbeesaspecially because of the mobility of WLAN uséfsa mobile
station is lost due to theft or accident, or if alife user needs to be revoked access to the Wit#d\process of updating
new keys must then be repeated for each wirelasisrst If a key is static it simplifies the work ah attacker to crack it.
He does not have to worry about a shortened pefitiche to capture network traffic in order to dkabe key information

before the key changes. In a secure environmegmitagraphic keys are automatically changed at parimtervals.

The research problem taken here is to design amystat mitigates the problems stated earlier byraatically
managing the deployment of 802.11 pre-shared KBys.proposed system should provide a mechanismttomatically
generate, distribute, synchronize and deploy peseshkeys frequently at the base stations as wedltall authorized

mobile stations, with minimal end user involveméltie current solution will allow wireless usersrémeive key securely
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via the insecure wireless channel and allow iredialh of new keys, without any manual involvemehthe user itself or
the network administrator. The system will be uk&du existing WLAN deployments that cannot affam make use of
the new 802.11 standards. Changing the key autoatigtiand frequently helps to make sure that theeless connections
are at all times secure. It also helps reducingscard management overhead of manually updatindelie on each

station, without the need of an expensive compiérastructure and/or change of the already installizeless devices.
The objectives can be stated as follows:

e To improve the key management and security flawsexiting WEP standard with minimal

interruption to existing system and user operation

e To improve the key generation technique on WEP dyetbping an algorithm to produce random

keys to fight against hacking

* To demonstrate the need and effectiveness of aomatéd management system for 802.11 pre-

shared keys
IV. RESEARCH METHODOLOGY

Cryptography has been an accepted method of pirtgestata for many years. It does this by enablivigrimation
to be shared only with individuals that hold they ke decipher the information. In cryptography, ke required for
encryption and authentication. These proceduresadqrovide security when the keys have been hdnidieorrectly.
How to initialize these keys and how to properlynage keys through the lifetime of a cryptograplyitem is the job of a
key management scheme. Key management has to Hothweiteffective generation, distribution, instadlat storage,
change, control and deletion of cryptographic keyskey management system delivers the necessary kewll the
parties. Key management is actually the most ingmbrbut also the hardest part of cryptography. Fileenmoment it is
generated until it is deleted, managing the lifeleyof the key is very important to ensure thaisinever exposed to
misuse. Key Generation is the process of creatikgyaKeys can be created using either manual tomzatic generation.
Key Distribution is the process of distributing ngwreated keys to all the users and processesr Aflys are generated,
they must be stored somewhere for a later use.ePsiprage for both short and long periods of tisnessential for good
security. During the lifetime of a key, it may kered in many different places such as in memorgrodisk. And finally,
the most challenging part of any key managemernéesyss ensuring that, once a key has been expostagd or the data

media on which it was stored has been lost, stalereplaced, it can be deleted safely.

Generation of random WEP keys can be a tedious witk difficult to think up new ones. The keys shibe
changed regularly to prevent any security issubs.fifst option is to create a Custom WEP Key bigeng a pass phrase.
The pass phrase string is then separated intoathesand an integer index number is returned. fitnsber will be used
by the second method when we convert string to H&rX| will be merged into one string that will bedily returned to
the caller. The second option, probably the strefjges to create a pseudo random WEP Key by satpdie
corresponding length required by your hardwareusks pretty much the same methods; the only tlsirthat Generate

Strong Key now gives the pass phrase.

Software was designed to generate a random WER/mimr key. It will provide the equivalent HEX sig

which can be inserted directly into access poimfigoration. It inputsPort andBaud Rate to connect with the port. After
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connection is established, it demarkky Type for specifying the length of key, i.e. whether I6it- 128-bit, 152-bit or
256-bit key to generate. And finalliRefresh key in specifies time to refresh key after. The encrypteys are generated
likewise based on different values of inputs asash@n Figure 1. All the generated keys are displialpelow as a grid.

There is an option tGopy all Keysto copy all generated keys to the clipboard.

. —

9. WEP Key Generatar = | =]
Port ]EDM 1 _:j
Baud Rate 13500 _:j
Connect | Stop
i Key Tupe [152-bit ]
&
: Generate Key I Genersted ey 040382 3667542602870 543334E 560 34

Refrezh key in 15 ser

Copy all eps

Time Taken [in mili sec.] | Key Generated
515 iz 4 ; 4
B00 [43FE751041CED 201 FFCOFAS3TARGCEF

718 10ERDDAZIE2273304DCA0G7 24541602

500 OB3DCAAZZRAERTAC2E CFDAZY3Z2EFEFE
500 09 725E 421FBD1 0D O7EB4ESE1 7588377
500 31034850 332FEFFS21BFEI2324835056

R1R 2ATFARRAZAF 21 A7INRTNATCN ANA7FRA

Figure 1. WEP Key Generator
V. CONCLUSIONS

While all the earlier methods discussed can effettisolve the network security issues but deplaynud these
solutions requires a new complex infrastructurey hardware capabilities, radio drives and firmwdreerefore, they may
not be compatible with existing mobile stations @tdess points. Furthermore, none of the approatikesssed above
provide a way to distribute and manage WPA-PSK kdyus the solution adopted in this thesis, invelveinimal
changes to the existing infrastructure and doesetptire any hardware changes. And unlike othartigwis, the presented

approach can be applied to all kinds of WLANS.

This thesis focuses on the design of a systemataiplies with the 802.11 devices and infrastriegurhat
support only the deployment of pre-shared keysckinieans we do not solve the issues from whicl8@2:11 protocol

themselves suffer but we mitigate the risks assediavith such deployments by solving the key mansage issues.
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Implementing a complete key management systentilseaconsuming task and was achieved to some ex@atire work

can be done for its large scale deployment andaticerit cheaper and user friendly.
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